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SECRET

30 October 1986

MEMORANDUM FOR: Deputy Director for Administration
FROM: 25X1

Director Oof security

SUBJECT: Office of Security Significant Activities
Week of 23 - 29 October 1986

1. This memorandum is for information only.

1. The activities of the Office of Security (0S) during
the week of 23 - 29 October 1986 were highlighted by the
following items:

*a. There areE__}]Security Protective Officers (SPO's) 25X1
25X1 presently on duty and personnel who will enter on duty in
early November 1986. An additional]  |SPO candidates are in 25X1
25X1 processing, including[::]who have successfully completed

polygraph testing.

*b. The new Headquarters badging system (PASS), has
been installed at the Northwest entrance and is operational.

*c, An OS representative is attending a one-week
training session on Executive Protection at a commercial school
in Berryville, va. The intent is to assess the value of the
course for future utilization by OS in providing the most
effective training methods for DCI Protective Staff personnel.

*d, The Deputy Director of Physical & Technical
Security presented an overview of government-wide TSCM
programs, issues, and concerns to the National
Telecommunications & Information System Security Committee
(NTISSC) Subcommittee on Telecommunications Security (STS).
The briefing was well received by the STS.
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*f, O0S and OL have begun a coordinated study to
determine preliminary design concepts and associated costs for
a Security Inspection Station at Headquarters and the
This study will continue for approximately six months

1s intended to identify package inspection and handling
technologies to protect against explosives or other terrorist
devices entering Agency facilities.

g. Two OS personnel attended the Security Educators
Seminar at the FBI Academy, Quantico, Va., during the week of
20-24 October. The seminar, commissioned to devise methods to
improve security awareness within the community was sponsored
by the Security Education Subcommitte under the Interagency
Group/Countermeasures (Policy) and was attended by
representatives from a wide spectrum of the Intelligence
Community including NSA, DOS, FBI and DOD.

i. O0S has coordinated with OTS for the manufacture of
Floppy Diskette Drive Card Inserts which will aide in the
conduct of close-of-business security checks. These inserts
will be plastic and have the word SECURE printed on the tab so
that it is clearly visible when inserted into the disk drive,
These inserts will be made available in supply rooms.

j. On 23 October, OS representatives attended a meeting
of the Overseas Security Policy Group at State Department. The
agenda included presentations on Interpol, the new Residential
Security/Local Guard Division of the Diplomatic Security
Service, and physical security standards for both classified
and unclassified computer systems at overseas posts.

-

* ITtems which may be of interest to the DCI
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SUBJECT: Office of Security Significant Activities
Week of 23 - 29 October 1986
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#0000 988

25X1
25X1

MEMORANDUM FOR: Chief, Policy and Plans Staff

FROM:
ief, Policy and Support Staff, PTS

SUBJECT: PTS Items for the DDA Weekly Log

1. Duringthe reporting period DD/PTS presented an

W government-wide TSCM programs, issues and concerns
% Subcommittee on Telecommunications Security@ﬁnﬁlso
were the Technical Surveillance Countermeasures

fttee's organizational structure and its plansdi e TSCM

. The briefing was very well received by thq(éz::fg

-Security Protective Officers -recently entered on

brings the present strength of our Security

rotective Service to There are currently an additional
SPO candidates in applicant processing;[::f::]have

completed their polygraph testing and | |will begin the EOD
process in the near future.

3. Headquarters Securit ivisi i rently providing
thirty escorts a day for the project. This 1is
five moigfthan were schedule operation.

The new security access system -- PASS -- has been

fhstalled at the Northwest Entrance of the Headquarters
Building and is operational.

5. On 23 October DC/PSAD and C/PSG attended the monthly
meeting of the Overseas Security Petli¢y Group at State
Department. The agenda in
new Residential Securit
Security Service, an
classified and un

physical security standards for both
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6. On 24 October the Engi
a coordinated study with O identify preliminary design
concepts and asociated ts for a Security Inspection Station
at Headquarters | This study will
continue approxim 1y six montns and is intended to identify
package inspectjfn and handling technologies to protect against
explosives orsbther terrorist devices entering Agency
faciiities.

ing and Analysis Group began

8. During this reporting period a member of ISSD provided
application programming support to the Office of Finance to
integrate the Signature Verification System into one of their
funds disbursement programs. The application will now require
authorized OF users to verify their identity to the funds
disbursement application before they are dllowed to sign the
disbursement transaction. This application of Signature
Verification represents another step in he Agency's test of
this tecihnoiogy.

9. The Information Systems Securjity Division has arranged
with OTS for the manufacture of g}ﬂﬁgy Diskette Drive Card
Inserts wuich wili aide in t conduct of close-of-business
security checks. These jasSerts will be plastic and have the
word SECURE printed oprthe tab that is clearly visible when
inserted into the g#Sk drive. These inserts will be available
in supply rooms

10. The Information Systems Security Division has been
asked to contribute to the COMIREX system architecture plan,
"CAMS FOR THE 90'S." This document represents the first Agency
plan to specify a trusted secure system. ISSD will prepare the
technical requirements to satisfy the criteria, which requires
structured protection through discretionary and mandatory
access controls through the ADP system.
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28 October 1986

MEMORANDUM FOR: Chief, Counterintelligence and Support Group

FROM:

Deputy Chief, Security Support Division

SUBJECT: Weekly Log
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7. During this reporting period, SSD personnel have not
had any contact with individuals from Capitol Hill. 25X1

25X1
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SECURITY EDUCATION STAFF WEEKLY ITEMS
22-28 October 1986

2. Two SES members an
attended the Security Ed

ne OC/CSD representative,

tors Seminar at the FBI Academy,
Quantico, Va., the wee”of 20-24 October. The Seminar was
sponsored by the Segdrity Education Subcommitte under the
Interagency Groupj”Countermeasures (Policy). Representatives
from a wide spegfrum of the Intelligence Community attended,
including NSA,/State Department, FBI and Department of Defense,
to devise mexhods to improve security awareness within the
community.

3. On 27 October, the 0S Special Agents Training Course,
the last phase of the Security Officer Training Program
commenced. This phase will be completed. on 25 November and the

25X1 ttending will be assigned
25X1 ﬁ

4, A S representative is attending a week long course on
Executiv rotection at a commercial school in Berryville, Va.
The 1 nt is to assess the value of the course for future use
.S. in providing the best possible training for the DCI
tective Staff,
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28 October 1986

MEMORANDUM FOR: y | 25X1
Chief, Investigations Group

FROM: | | 25X1
Chief, Polygraph Division

SUBJECT: Weekly Report of Significant Event
(21 October - 27 October 1986)

1. Headquarters examiners conducted operational polygraphs
in the following areas during the above period:

25X1
2. Headquarters examiners conducted polygraphs during the
above period in support of the following Office of Security
programs:
G 25X1
3. On 24 October 1986, the Deputy Chief, Polygraph
Division briefed the Deputy Director of Intelligence, East
Asian Affairs status of the Polygraph Division.
' 25X1
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SECRET

28 October 1986

MEMORANDUM FOR: , 25X1
Chief, Investigations Group
FROM: 25X1
Chief, Polygraph Division
SUBJECT: Weekly Report of Significant Event
(21 October - 27 October 1986)
1. Headquarters examiners conducted operational polygraphs
in the following areas during the above period:
25X1
2. Headquarters examiners conducted polygraphs during the
above period in support of the following Office of Security
programs:
G 25X1
3. On 24 October 1986, the Deputy Chief, Polygraph
Division briefed the Deputy Director of Intelligence, East
Asian Affairs status of the Polygraph Division.
, )
25X1
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